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Elevating performance  
testing in healthcare:  
Protecting PHI and ensuring 
HIPAA compliance

Abstract
As healthcare digitizes, balancing rapid application delivery with HIPAA requirements 
and PHI compliance becomes essential. Integrating secure performance testing 
into DevOps pipelines enables organizations to achieve both speed and regulatory 
compliance.

To protect PHI in automated pipelines, healthcare teams can use data masking and 
tokenization to anonymize sensitive data, while encryption secures PHI at rest and 
in transit. Leveraging secure storage services like AWS S3 Buckets with encryption, 
CircleCI contexts, and AWS Secrets Manager prevents unauthorized access to 
sensitive information. Isolated environments and containerization offer secure, 
HIPAA-compliant testing setups, reducing exposure risks.

Additionally, employing synthetic test data and obfuscation early in  
testing allows for realistic performance analysis without using real PHI.  
Log management practices, such as log scrubbing and secure logging  
tools like Splunk, ensure data privacy while monitoring  
performance metrics.

Finally, fostering a privacy-first culture through HIPAA 
training equips teams to handle PHI responsibly.  
Together these practices support the development  
of secure, high-performing applications that  
improve patient outcomes.
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Introduction

Incorporating secure performance testing in healthcare DevOps

Protecting PHI in automated pipelines

Using secure services for PHI management

The healthcare industry is advancing its digital transformation, pushing organizations 
to deliver fast, patient-centric applications while navigating the stringent regulatory 
requirements of HIPAA (Health Insurance Portability and Accountability Act). Balancing 
these demands necessitates the seamless integration of performance testing into DevOps 
workflows, without compromising Protected Health Information (PHI).

In this perspective paper, we’ll explore how healthcare organizations can elevate 
performance testing while implementing best practices for securely handling PHI. By 
employing data masking, tokenization, encrypted storage solutions, and secure automation 
practices, organizations can meet both performance goals and regulatory requirements.

Healthcare organizations can automate and accelerate performance testing by integrating 
it into their CI/CD pipelines using tools like Jenkins, CircleCI, GitLab, or Travis CI. However, 
handling PHI in these environments requires special care to ensure compliance with HIPAA 
regulations.

During performance testing, it’s critical to ensure that PHI is either removed, anonymized, 
or securely handled. Several methods can help achieve this:

 � Data masking: Replace PHI with fictitious data that retains the same format, enabling 
realistic testing without exposing real patient data.

 � Tokenization: Replace PHI with unique tokens that can be mapped back to the original 
data in a secure system. This ensures that the data is unusable if compromised.

 � Encryption at rest and in transit: Ensure that any sensitive information stored during 
testing is encrypted both when stored and while being transmitted, utilizing protocols 
like TLS for data in transit and AES-256 encryption for data at rest.

Organizations can leverage a variety of cloud services and practices to store and manage 
PHI securely during performance testing:

 � AWS S3 Buckets with KMS Encryption: Store testing artifacts, such as logs or test 
data, in encrypted Amazon S3 buckets using AWS Key Management Service (KMS) 
to encrypt data both at rest and in transit. This ensures that PHI remains protected 
according to HIPAA regulations.
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 � AWS Secrets Manager: Securely store sensitive configuration details like database 
credentials, API keys, or other PHI-related secrets in AWS Secrets Manager. This ensures 
that no sensitive information is hardcoded into the testing scripts or accessible during 
test execution.

 � Azure Key Vault and Google Cloud KMS: Similar to AWS, these services provide secure, 
centralized secret management and encryption for test environments, ensuring that PHI 
is safeguarded.

 � CircleCI Contexts: Use CircleCI’s secure contexts to store and manage environment 
variables securely, ensuring that PHI-related data is only accessible in controlled, HIPAA-
compliant environments.

 � Secure File Transfer Protocols (SFTP): Use SFTP or FTPS instead of traditional FTP 
to transfer performance test results that may contain PHI, ensuring encryption during 
transmission.
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Rethinking performance testing with PHI in mind

Shift-left approach for early detection

Securing test environments

Handling logs and performance metrics

In healthcare DevOps, a shift-left approach—integrating performance testing early in 
the development lifecycle—can help detect issues before they affect patient-facing 
applications. To secure PHI in these early stages, developers and testers should utilize:

 � Synthetic test data: Instead of using real PHI, employ synthetic data generators to 
create datasets that mimic real-world scenarios without risking patient information.

 � Obfuscation: If PHI must be included in performance tests, use data obfuscation 
techniques to disguise sensitive information while still preserving the data’s 
usefulness for performance analysis.

Secure and isolated environments are necessary to conduct performance testing that 
mirrors production environments without exposing PHI. Key practices include: 

 � Isolated networks: Ensure that testing environments are deployed in isolated, non-
production networks with restricted access to PHI.

 � Containerization: Use Docker or Kubernetes to create containers that isolate 
performance tests from production environments, ensuring that sensitive data does 
not leak.

Performance testing generates extensive logs and metrics, which may inadvertently 
capture PHI. To mitigate this risk, consider the following:

 � Log scrubbing: Implement log-scrubbing mechanisms to automatically redact or 
anonymize PHI from logs before they are stored or shared.

 � Secure logging services: Use secure, HIPAA-compliant log management services 
such as Splunk or ELK Stack with encryption and access controls to safeguard 
performance data.
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Collaborating securely on performance testing

Effective collaboration tools are essential for sharing performance test results among 
healthcare teams. However, sharing PHI-laden data across tools like Slack, Microsoft 
Teams, or email can introduce risks.

Best practices for secure collaboration
End-to-end encryption: Ensure that all communications involving performance test results 
are secured with end-to-end encryption. Tools like Slack Enterprise Grid and Microsoft 
Teams provide encryption features that comply with HIPAA regulations.

 � Role-based access control (RBAC): Implement RBAC to restrict access to sensitive 
test results, ensuring only authorized personnel can view PHI-related performance 
data.

 � Shared dashboards: Use tools like Grafana or DataDog to build performance 
monitoring dashboards that expose only essential performance data, without 
revealing sensitive PHI.
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Fostering a privacy-first culture in healthcare performance testing

Case study: Enhancing healthcare application performance with security 
and compliance

To succeed, healthcare organizations must foster a culture where performance and 
security go hand in hand. Teams should be trained to understand both HIPAA regulations 
and the impact of PHI breaches during testing.

We collaborated with one of the leading patient services partners to improve their 
application performance while ensuring full compliance with PHI security and HIPAA 
regulations. Here’s how we approached the project:

Training and awareness

 � Regular HIPAA training: Conduct ongoing training sessions for teams to ensure 
they understand the nuances of handling PHI and are up to date on compliance 
requirements.

 � Security-first mindset: Encourage a culture where performance testing is not only 
about speed and functionality but also about ensuring data privacy at every stage of 
the software development lifecycle.

 � Data masking: To prevent real patient data from being exposed during performance 
testing, the CloudOps team implemented a robust data masking technique. This 
allowed generating realistic datasets for testing without using sensitive PHI directly, 
ensuring no breach of privacy during test runs.

 � Using CircleCI context for secure pipeline management: As part of the CI/CD 
pipeline, we integrated CircleCI Context to securely manage environment variables 
and sensitive information. By using context-specific access control, we ensured 
that only authorized jobs in the pipeline had access to sensitive data, such as API 
credentials and PHI. This approach minimized the risk of unintentional exposure and 
maintained strict compliance with security standards throughout the continuous 
integration process.

 � Secure storage and access control: All sensitive information, including PHI data, 
was stored using AWS S3 Buckets with server-side encryption (SSE) enabled. This 
ensured data was encrypted both at rest and in transit. We also leveraged AWS 
Secrets Manager to securely manage and rotate sensitive credentials such as API 
keys, database passwords, and tokens, preventing accidental exposure during the 
testing process.

 � Automated, isolated testing environments: To avoid the risk of cross-environment 
contamination, we used isolated test environments for performance testing. Each 
test environment replicated real-world conditions using masked and anonymized 
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data. This allowed us to measure performance under realistic loads while ensuring 
compliance with HIPAA and data privacy standards.

 � Shift-left performance testing: As part of the overall strategy, we suggested a shift-
left approach to performance testing to identify performance issues early in the 
development cycle.

1. AWS | AWS Secrets Manager for HIPAA Compliance

2. The HIPAA Journal

3. Dataversity | Fundamentals of Data Compliance

References

Conclusion: Secure and scalable performance testing in healthcare

By adopting secure automation processes, healthcare organizations can augment their 
DevOps performance testing processes while maintaining HIPAA compliance. Leveraging 
techniques like data masking, encryption, AWS Secrets Manager, synthetic data, and 
containerization, healthcare IT teams can protect protected health information (PHI) 
without compromising performance. By continuously fostering a security-focused culture, 
teams can deliver high-performing, secure applications that meet regulatory requirements 
and improve patient outcomes.
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